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2. wieensedulstdvsammsinvausiunsaenfuvessuuieietiasaumaniely
daUun Miausansrsduuazdestudeanaunicleiues suuuulng (Advanced Persistent
Threats) \%u Ransomware %38 Zero-day Attacks eogsiiussansnw

3. eadumnudeiedlunislfusnnssyuuedetne (Business Continuity) Tnansindsld
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5. Teaziduanuanyusianizvasriinsigunsaiiasiueietie (Next Generation Firewall)
wuudl 2 fifvun fided
5.1 fiudeiausasdiosdwaunioufindsgunsaiffostunadots (Next Generation Firewall)
WUl 2 $auau 2 67 Tunaetun nelussesianlaliy 90 Yu Tuantuiiasuudyalng
nanSueifauedendundnsoeflnl linerunsldnuniofuiudfiiunmsteuweuiiatiun
Sbell uazdesegluaniwauysainiesldnu uasiinudnunzmanaiatud fele 5.2
5.2 formun uasaudnunizlamzduifiddyvesgunsaliesiunietny (Next Generation

Firewall) wuudl 2 i

521 L‘fluqﬂﬂ'it:ﬁ Firewall il Next Generation Firewall Wuu Appliance A
vihguszananaduuuu SPU ddldsuniseenuuvanilsvimindisnwianulasadeveanionie
Tnany

5.2.2 fimnuisalunisvineu Firewall Throughput (1518 Byte UDP) laitfoanan
70 Gbps Wag NGFW Throughput litieunin 10 Gbps

5.2.3 iWoudouseszuuinietis (Network Interface) wuu 10/100/1000 Base-T
w3efind1 Tunulifesnit 8 ¥es wasdl Network Interface WUU SFP+ 7A5095UNTSAARY SFP+
Transceivers hitfosndn 8 4oe wiougunsal SFP+ Transceiver wazanuifeuselvindouldny

5.2.4 aunsonsavdeulardeaiunsyninguluusineg ogetios @l Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land
Attack, IP Fragment, ICMP Fragment Judule

5.2.5 @unsaviinisiavum IP Address Way Service Port LUy Network Address
Translation (NAT) wae Port Address Translation (PAT) gt

5.2.6 @1130YIN9UaNYME Transparent Mode 1ot

5.2.7 @313 Routing WuU Static, Dynamic Routing 1o

5.2.8 3 Power Supply WU Redundant 37uau 2 wie

5.2.9 aunsauIMsianisgunsaliuansgIu HTTPS wise SSH lalustalies

5.2.10 annsaivuavassiuasdeatasniaaeunsidau (Logging/Monitoring)
Tuguiuu Syslog 1o wieuiaussyuudaiiu Log mutefmunues wsu.Aeuiines

5.2.11 annsalfumannmnsg i Pvé Wi Routing, Firewall, UTM, NAT, IPSec

5.2.12 ananTasesiunisideusiendondiu (concurrent Sessions) Idlsitfoeni
7,500,000 M3idousie warsosfunmsideusolu (New Sessions / Second) TédmnuiE sy
500,000 M3ieude (sessions) et waxil Firewall Latency TsitAiu 5 microsecond

5.2.13 dauausalunsamadusastesiuhiareudinwesluluslarea FTP,

(Weatdy usswdu) (UBBALRTEY WIITRY) YN Auns)
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HTTP, IMAP, IMAPS, POP3, POP3S, SMTP uaz SMTPS 1¢ uazdesa1unsa update grudeyaliias
(virus signature) uLATeUNY Internet Ielaslnednludifnaensvevuninssulssiugunsal

5.2.14 fianuainsalunistesiunisynsn (intrusion Prevention) Ingananse
update §1utaANITYNIN (attack signature) K uA3et1e Internet ldladlnednluRnasnszuzua
n33uUseAU

5.2.15 anunsauihataionisdadeyadaeiing veN Tnedldisnsdhswanuy
3DES/AES IPSec uag SSL-VPN ieaulaensdelunishnseanszeslnald

5.2.16 fianusalun1svienu IPSec VPN 18lsisnda 50 Gbps

5.2.17 se¥umaifenleafae SSL VPN %ie IPsec VPN wuu Client-to-Gateway
wiouq fulalideenin 5,000 users

5.2.18 awnsoviendludnuny Content Filtering I Tnwansnsafmunligunsel
Joariun1sidndia URL w3e Web site fidaaulls (URL blocking)

5.2.19 asatasiunisitniis Web site Tngfmuausnmuussinnues Web site
(Web Categories) 1o logd@nslunisitinsisaeugiudeyaussinnues Web site ldnasnszuzaas
AM53UUTEAY

5.2.20 5933UNInTIR@R Ul (User Authenticator) fiu Local User anglusn
gunsalles , LDAP uay Radius 99ufiea1150vMauuuu Single Sign-On A grudeyadldeuuu
Active Directory (AD) uag Radius e

5.2.21 annsasyyrilanazmuaunisldans Application aineq e lasseesy
Application Control Throughput litieenin 25 Gbps

5.2.22 fianuannsalunisyin High Availability (HA) wuu Active-Passive logliidaq
doenldanedisl

5.2.23 @W1303893UNSYULUY Two Factor Authentication lalnglidesfingts
Token Server

5.2.24 gunsallasunisiusesuasgu FCC, VCCI, CE, CB, RCM uag UL 1du
o etoy

5.2.25 fAn3lun1s Upgrade Firmware, Signature wazsulseiugunsalunanla
Weenin 3 U

5.2.26 fffutaiauaazdedldumiidodussiaunsmirsuasiinsuussiy
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5.2.27 wdnsnsinauensdeddiumseeniulussivana Tagldsunsdasusiuliey
Tunguei (Leaders) Tusnsarunan1siinsgst Gartner® Magic Quadrant™ dwfugunsnidasiiu
\3ate (Network Firewalls) atull a.. 2025 yi3eatiulangn o Suthideiaue
5.2.28 {iudeiausdesduenarsioyanianaiia (Data Sheet) vosgunsaifiaue
lngsvazifunnaudnuasaieg dewsimuenarsfiieuns i vledveudveman o
(Manufacturer's Website) ¥/.41 Isey URL (Link) vedienaisaanaiaslumisialiesuveu
Audnvaiziaw eliraiznsTuNT ansnduRunasnsnasuaugniesldviui
5.3 ffutelauoazdoadimasuuseiunandos il
5.3.1 imsfuussiundndusiduszezinatlivesndn 3 U aseungueterina,
AU, ANAuNNG wazAldanerieuag
5.3.2 Kesfnnegunsal, daen, aduayumstihednm wasmsiuusyiupseuaguen
ovlvd, Ause uazAfiume o annuiifindelaglaidanldsneluTuuasinarsiens (BXSXNED,
Next Business Day on-site) (08.30-16.30 1) wasfinsatiuayurisimieidowiundnsdm
, Bud, Slum wiesuuuenansiusesnisuseiududlneidve sdndng
5.3.3 deadlidmi A T arudugudidunisguatisssnsndade ey
(Preventive Maintenance) wienvhagusissumsquathgsinuedietion 6 Wousoads o
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7.1. foutaiauesestutaiaus wavsalaglifitoulalay sisdu
a v & o - A o Y G o v v
7.2. symidusaznsalusminundyaruiuiarn18us @d) sweldaeiselinae
e

8. Amuagudusiaiiaue: Junatlidesndt 90 Ju duswdTuiiauesan lnongluiue
fusen fiutalauessosiuinveusanfiauausli wavaounsiauesiandld

9. fAwiu: mndaeudt Andiuludnsetuiesay 0.20 vesyarWanIvLn

10. aulunsdrseiu: andun wsdhszaian $1wiu 1 v mudggdledweununiaufng

g 3
BabE 39
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1. guuuudg: Jrugmaauesiaavdesidyluguiuudygr@evienislu 7 Tu dudeain
Fuitldsumiadouds wieumwmdnuUseiudyanfovay 5 YoIYarFayay

12. widnneusinIsnaTaun
nsfnsanAndontatauslagldinaeisian
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939 wiauuuuenanmang e Usenaumsiansan arswiiifudiuniwesnsussiivsvasiden

AaANwzlaNNYasRTinigUnsailasiuniedns (Next Generation Firewall) wuuf 2

. TeazdunAMANwMzIANE AENURATHBULEUD su/lsisinu
a’]ﬂu d Q 5] 14 [] o’
ANMUA (@/1aid) (@ mTuAzNITUNIT)
1 [Wugunsal Firewallafln | s
Firewall Throughput | ... Gbps AUTBLAVUN ......... byte
2
wae NGFW Throughput Throughput .....cccoevieeee Gbps
WUU e, Base-T
YBUFOUADITUULAS DU TWY oo, SO
3
(Network Interface) Network Interface Wwuu SFP+
T s %04
a31507579a8U wazUaenunng
L (e
YNINFULUUAIG
A7U130M1N1511UUR 1P Address
ae Service Port LUy Network .
5 . L] fmsuynaaiandd
Address Translation (NAT) wag Port
Address Translation (PAT) &
aAU1svinuanNYaY . y
6 . O fiasunnaeuanti
Transparent Mode 19
#d1U1790 Routing WuU Static, .
7 | e [ fiasunnanants
Dynamic Routing ¢
1 Power Supply LUU Redundant . .
8 |, , O fasunnauaudd
U 2 Mg
g1u1sauImsdanisgunsain 1y .
9 . . [ finsunnaaaudd
UNIFIU HTTPS %38 SSH 19
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ansaiulasdeseasidunuay
MIIABUATT LU
(Logging/Monitoring) Tuguuuu
Syslog 1¢ nieuaueszUUTALAU
Log MuUnIUAves

NITU.ABURUNDT

L1 fiasuynaaaudi

11

aunsoldnunuLnIgIu 1Pv6 e

L fiasuynaaaudd

12

annsnsesiunisideusensens iy
(concurrent Sessions) lalydaanin
7,500,000 nsideuse wavsesdu
n15u8 sumalvy (New Sessions /
Second) 1A 28a21u57la wndn
500,000 N513aune (sessions) A
U9 wazd Firewall Latency

T3y 5 microsecond

O fiasuyneasaudi

13

darruaunsalunisnsiaduuay
Uasduhifareuiimesiulusineea
FTP, HTTP, IMAP, IMAPS, POP3 ,
POP3S, SMTP waz SMTPS 19 uas
AB9a3150 update grudoyalisa
(virus signature) W' 1ULAS B 1Y
Internet lalodlagdnluifrasnseey

Yeansiulseiugunsal

[ finsunnamandi
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fienuanunsalunistesiunisyngn
(Intrusion Prevention) lag @ u13n
update grutayan1sungn (attack
signature) W1ULATaYNY Internet 1o
walavdnludfnaonsyezuainis
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asadsiaiientsdedeyadag
38113 VPN Taedlldisnsinsiauwuy
3DES/AES IPSec L@y SSL-VPN iita
ANUaenA 8lunISAAN 891N

sveglnale

[ fimsunnauandd

16

s lun1svieu IPSec VPN 16

laishnn 50 Gbps

[ fasunnamandd

17

5095UN195.% auluad 2y SSL VPN

wiouq Auldlitsandn 5,000 users

L fimsunnamantd

18

aruisnvinuludneme Content
Filtering 1 Tas@nunsanivualy
gunsaidasdunisididie URL n3e
Web site figiaaviule

(URL blocking)

U fmsunnamandd

19

a1u150U83AUNI5LUE 9 Web site
lnennuaLeNaIuUsEINNTBY Web
site (Web Categories) Lo lnafidns
lunsidamaasugudeyauszsan
293 Web site loinasnsvezaainis

SuUseny

L] fimsunnamanla

20

5995UNINTIRERUA LU (User
Authenticator) AU Local User
nulusigunsaiies , LDAP uay
Radius 92698101509 UL UY
Single Sign-On v grudeyarldau
U Active Directory (AD)

way Radius Lo

L fiasunnamand®
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(5i/laisl)

wu/lsirinu
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Application Control Throughput L]

Woynin 25 Gbps

22

Hauasnsalunisyi High
Availability (HA) wuu Active-

Passive lagludaadeanltaneiy

O fiasunnaauandd

23

ANUTNTDISUNISTYIIUKUY Two
Factor Authentication lalaglufes

Anea Token Server

[ fiasunnamandd

24

gunIallasun1ssuse s unIgIu
FCC, VCdl, CE, CB, RCM uae UL 18y

28191pY

L1 fmsunnaasaudd

25

Service: fiquedu3nislulng, On-Site

Service, Online Support

L] fasumnuinis

26

ddaws lun1s Upgrade Firmware,
Signature wagiuusziugunsaiidu

vnahitaynin 3 ¥

O fasuynamandd

FEULLIA v, |

27

Condition: Wuvasivy lumeldsu

O Suguinduvesing
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avul a.A. 2025
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lenasteyaniuvaila (Data Sheet)
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